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INTRODUCTION TO COMPLIANCE AND MOTC
ACCREDITATION

NATIONAL CYBER SECURITY STRATEGY

National ICS Security Standard NIA Manual
Data Management Policy SSQA
Open Data Policy
National Accreditation & Certification
i
i

cC

Data

Certification Framework

I

Accreditation Framework

’I

Execution Team
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INFORMATION ASSURANCE FRAMEWORK MOTC
OVERVIEW

National Cyber Security Strategy ;23 f)?.lf;m;rzsss?.lcrggzg

(SSQA) Framework
‘ ‘ integrates into the
National Information Assurance Framework (NIAF) National Information

Assurance Framework
National Information Assurance Policy (NIAF) to enhance digital
services.

Software Security and Qualit
y and Quality - The

Assurance (SSQA) Framework
Standard 1 Standard 2 Standard 3 assures the -
implementation of the
NIAF controls.

National
Information

Assurance
ERITE]

SSQA SSQA SSQA

To simplify the purposes of both frameworks, the intentions can be described as:
« The National Information Assurance Framework (NIAF) intends to drive and guide the achievement of security; while,
* The intends to validate and assure security.
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COMPLIANCE AND DATA PROTECTION (CDP) MOTC
DEPARTMENT INTRODUCTION

Our role is to support the National _ .
Information Assurance Framework Information Protection Regulatory

(NIAF) by assuring the Affairs
implementation of National Standards
and Service Provider Capabilities.

The mandate of  MOTC, which Compliance and Data
empowers CDP, is set within Protection (CDP) Accreditation and Certification
Department
It is this
mandate and through the decision of
the , the
empowerment that provides the .
authority to supervise, regulate and Information Assurance

develop the sector of Information and
Communications Technology in the
State of Qatar.

compliance.qcert.org



CDP'S COMPLIANCE SERVICES MOTC

NIA Standard EE 250A
Standards E Standard(s)

NIA SSQA
Compliance Certifications . Organ.ization-focused . Syster_n or Service-focused
compliance approach compliance approach
Aligned with ISO27001 . Aligned with BSIMM7
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APPLICABILITY AND MANDATORY REQUIREMeNTs MOTC

Organisation Type SSQA CC

Government Entities \/

Semi-Government Entities \/

v
v
Private (Large)

Private (SMEs)

NNANANANRS

v/

I Mandatory
H Applicable

Future

ANANR A

Critical Sector Organisations (CSOs) V
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CDP'S FUTURE GROWTH MOTC

Accredited Service Areas Compliance Schemes
\ Security % 5 . | fPersopaI | =
Operations Center engtratlon : " ormat!on N —
(SOC) Services p ¢ Testing Privacy Protection ° =
(PIPP) —)
ninnnnn
£  Cloud Services '5(’“ Advisory Services Common Criteria EEE
ggg 7 - ninnnnn -
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CDP'S ACCREDITATION SERVICES
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ACCREDITATION BENEFITS

. ® L

THE BIG LEAGUE

PRIVILEGED ACCESS

Provides access to
closed market for
Assessment &
Certification

compliance.qcert.org

NEW OPPORTUNITIES

Provides
Accredited Service
providers
additional
marketing
opportunities

Provides  smaller
businesses access
to the Government
sector

v

PREFERRED

Provides preferred
supplier status,
once accredited

Provides higher
exposure by being
listed on the CDP
website



ACCREDITATION LIFECYCLE OVERVIEW

Achieving Accreditation:

Prior to becoming and Accredited
Organization, Applicant Organizations
must provide a completed Application
Pack (and scheme specific fees) to
facilitate the evaluation of
accreditation  suitability and to
determine an accreditation outcome.

Complaints and Appeals:

Applicant Organizations or Accredited
Organizations may experience
dissatisfaction or confusion in relation
to an Accreditation Decision, a non-
compliance or the suspension or
withdrawal of accreditation and may
complain or appeal against decisions
or findings concerning accreditation.

compliance.qcert.org

Achieving
Accreditation

Complaints
and Appeals

Maintaining
Accreditation

Accreditation

Losing
Accreditation

Maintaining Accreditation:

Accredited Organizations are subject
to scheduled (and random)
surveillance assessments to ensure

continuing compliance with
accreditation requirements and the
maintenance of high-quality

certification assessment services.

Losing Accreditation:

Where a large volume of minor
complaints (or a major complaint)
focus on an Accredited Organizations,
or where a Surveillance Assessment or
Change Notification indicate non-
conformance  with  accreditation
requirements, accreditation may be
suspended and later withdrawn.




INTRODUCTION TO AUDIT ACCREDITATION

SCHEME

compliance.qcert.org

Accreditation services
starting with Audit,
others to follow

Recognition

Accreditation  ensures
that Service Providers
meet specific quality
criteria, before any
certification audit

Accredited Service
Providers will be
recognized in  the
market as the only
illegible auditors for
NISCF's Certification
Schemes




ACCREDITATION PILLARS

SELF-ASSESSMENT

Accreditation is granted
after successfully pass a
self-assessment aligned
with ISO 17021.;
Conformity assessment
— Requirements for
bodies providing audit
and certification of
management systems

compliance.qcert.org

VALIDITY

Accreditation certificate
will be Valid for a period
of three (3) vears,
subject to successful
accreditation
maintenance annually

MAINTENANCE

Accreditation will be
maintained through a
Combination of
Scheduled and
Unscheduled Audits

ETHICS AND CONDUCT

Accredited Auditors will
follow the agreed on
CDP’s Code of Conduct
and Audit Ethics

SUPPORT

Accreditation is Supported
by resources available
(Guidelines, checklists...) on
our website and through our
teams within the
Compliance and Data
Protection (CDP)



AUDIT ACCREDITATION STATE

February 2019
Launch of the

Compliance and
Data Protection
(CDP) Department
and the Audit
Accreditation
Scheme

compliance.qcert.org

February 2019

Selection of Service
Providers for the
Pilot phase of Audit
Accreditation

4

b

¢

April 2019

The first Service
Providers being
Conditional
Accredited Auditors

April 2019
The first

Accreditation
workshop and open
Audit and Advisory

Accreditation




PILOTING THE SCHEMES

compliance.qcert.org

Public Prosecution
NIA Certification

MOTC Government e-
services

SSQA Certification

~ Conditional Accredited
' Auditors

 AHMED TAWFIK & CO.
~ Certified Public Accountants |

Deloitte



ACCREDITATION PROCESS FOR AUDIT SERVICE MOTC
PROVIDERS

Accreditation Appeal Process
Application Submission

!

CDP App_lication Accreditation Accreditation &
Review Committee Approval Maintenance
—=© v —
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ACCREDITATION APPLICATION SUBMISSION

Fees
payment

compliance.qcert.org

Submission

Audit Accreditation

Application form

e Organization
Information

e Staff Information

e Other Information

e Declaration of
Submission

Staff Qualification
Questionnaire

e Relevant Qualification
& Certifications

* Relevant Experience

Self Assessment
Form

e Requirement for
Service Provider

e Structural
Requirements

e Resource
Requirements

e Information
Requirements

* Process requirements
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NON-DISCLOSURE AGREEMENT MOTC

After registration and prior to submit any submission, the registered service providers will be invited to the CDP office for a
kick-off meeting.

: - Live contact between
Answer interrogations \S representatives

= @
'U Sign an NDA for evidence

submission
— =0 @

compliance.qcert.org



COMPLETING THE SELF-ASSESSMENT & MOTC
PROVIDING EVIDENCE

Assessment Sections

//7) Service Provider Requirement
The first step in the Accreditation application process, the Service Provider
must submit mformat.lo.n relatlng to thg business .and provide a complet.ed i’ Structural Requirements
Self-Assessment, outlining compliance with the National Information Security K
Compliance Framework (NISCF) accreditation requirements.
The Accreditation Application Form requires that Service Providers identify ;@ Resource Requirements
the Service Areas (NIA, SSQA Audit) for which accreditation is desired.
‘ Information Requirements

The self-assessment should be supported by evidence. This is critical for the
submission.

compliance.qcert.org



SERVICE PROVIDER REQUIREMENT MOTC

52

To be held legally responsible for all its audit and assessment activities in relation to
the NISCF, the service provider shall be a legal entity, or a defined part of a legal
entity.

The service provider shall have a commitment to impartiality in audit that is publically
shared and have processes and mechanisms to identify, analyze and document the

AN Impartiality possibilities that could harm its impartiality.
Management « Impartiality, independence or any other ethics quality as an organization value

« Acceptance of audit engagement procedure
« Annual independence declaration and assessment for employees and joiners

The service provider shall have evaluate the risks arising from audit activities related
to the NISCF and provides evidence of adequate coverage of the potential liabilities
arising from it.

WEDLINLY
Management

compliance.qcert.org



STRUCTURAL REQUIREMENTS MOTC

The service provider shall have a documented organizational structure, clear roles,
responsibilities and management authorities. It shall have a clear identification of the
top management having overall authority and responsibility over audit activities
(development of policies, supervision of the implementation, performance of audits

Structure and compliance assessment, contractual arrangements...).
« Organization chart
* Job descriptions
« Committee charter

Organizational

The service provider structure shall safeguard the impartiality of the activities and
o*3A %% Safeguards have a committee that develops, maintains, advices and review the impartiality

Committee compliance through the organization.
« Segregation of duties matrix
« Committee charter for safeguarding impartiality

compliance.qcert.org



RESOURCE REQUIREMENT MOTC

The Service Provider shall have processes to ensure that its personnel have
appropriate knowledge relevant to the compliance schemes and auditing. Processes
shall also determine competence criteria for the personnel involved in the
management and performance of audits and for initial and on-going monitoring of

competence and performance.
« Job description and requirements
« Evaluation templates with competence criteria for joiners
« Skill gap assessment and training program for the NISCF's audit schemes
« Audit personnel evaluation policy

Competence

\‘IV

The service provider shall have sufficient personnel (skills and number) to plan,
perform, review and deliver an audit specific to the NISCF. The service provider shall
demonstrate that processes are in place to enable audit team selection to achieve and

demonstrate effective auditing, identify training needs and monitor performance of all
Involvement personnel involved.

In Audits « Standard audit team structure

NISCF audit activity plan and capacity assessment

Skill gap assessment and training program for the NISCF's audit schemes

Audit personnel evaluation policy

Skills balance sheet for individuals and the whole audit team performing NISCF's
schemes

« End of engagement evaluation process, templates and bottom-up evaluation sheets

compliance.qcert.org



RESOURCE REQUIREMENT MOTC

The Service Provider shall require external auditors and external technical experts to
) External havg a writtle.n agreement by which . they commit ‘Fhemsel\_/es to comply with
y applicable policies and procedures as defined by the Service Provider.
Experts - Standard contract of engaging external auditor or technical experts

« Procedure of communication with external auditors or technical experts on applicable
procedures and policies

\/ The service provider is required to have an up-to-date personnel records.
» Employees general ledger
» Subcontractors catalogue
« Skills balance sheet for individuals and the whole audit team performing NISCF's
schemes

The service provider is required to have a process in which it describes the conditions
under which outsourcing may take place and have a legally enforceable agreement
covering the agreement.

« Employees general ledger and subcontractors catalogue

« Skills balance sheet for individuals and the whole audit team performing NISCF's
schemes

compliance.qcert.org



INFORMATION REQUIREMENTS MOTC

Public Information provided by the Service Provider to any client or to the marketplace,
Information including advertising, shall be accurate and not misleading.

The service provider shall have safeguards in place that achieve confidentiality of

information obtained or created during NISCF's audits.

« Provisions on standard engagement letter and contracts
Communication procedure for official communication channels
Access management policy and procedures
Encryption and device management procedures

Confidentiality

NDA for employees
Exchange The service provider shall have defined standard mechanisms for exchanging
With Clients information with its clients.

« Provisions on standard engagement letter and contracts

compliance.qcert.org



PROCESS REQUIREMENTS MOTC

Programme

Evidencing

compliance.qcert.org

An audit programme for the full compliance scheme shall be developed to clearly
identify the audit activities required to demonstrate that the client fulfils the
requirements for compliance to the selected standard(s).

The auditing procedure of the service provider shall include a planning phase that
includes determining the nature, timing and extent of audit activities. The auditing
procedure shall also take into account the scope validation.
« Standard audit plan template
Preliminary work and scope confirmation audit work activities

« Planning procedure or tool documentation
* Audit manual

The service provider shall defined information (evidence) collection methods.
* Audit programme
* Audit manual
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AUDIT APPROACH

The audit approach is the strategy used by an Service Provider to conduct an audit.

Impacted by the context (client, scope,
audit criteria...)

Should be both effective and efficient

Audit
Approach |

Determines audit planning and
performance

compliance.qcert.org



SSOA SPECIFICS FOR AUDIT APPROACH MOTC

The audit criteria have an impact over the audit approach. For Software Security and Quality Assurance (SSQA) certain
specific considerations have to be taken into account.

SDL Methodology @
SDL Stages (SSQA Gates)

Contribution to a Secure SDL Success @

compliance.qcert.org




ACCREDITATION AGREEMENT MOTC

Once the accreditation submission has been reviewed and accepted by the CDP, the service provider and the CDP sign an
accreditation agreement. That agreement highlights or redirects to all the requirements during the accreditation period.

Obligations and  Comply with the terms of the accreditation agreement, including the expectations of the Code of

Responsibilities Conducts and Audit Ethics
of the Service

Provider Co-operate to enable the CDP to monitor the suitability of the Service Provider for Accreditation
(grant it access to personnel and documents)

Have enforceable arrangements with its clients that commit them to provide on request, access
to CDP representatives to assess the Service Provider's performance

Notification of any circumstances which may affect the Service Provider's ability to comply with
the accreditation agreement

Claim accreditation only with respect to the scope for which it has been granted accreditation and
not use its accreditation in such a manner as to bring accreditation into disrepute

Maintain high standards and act with integrity at all times

compliance.qcert.org



AUDIT ETHICS MOTC

CDP’s Code of Conduct is mandatory for accredited service providers as a condition of the accreditation agreement. It is
composed with two blocks.

Audit Ethics / Code of Conduct

Fundamental Principles

Conceptual Framework

Integrity

Independence

Professional Competence and Due
Care

Professional Behavior Threats and Safeguards

Confidentiality

compliance.qcert.org



ACCREDITATION AWARD MOTC

The accreditation certificate awarded following successful application = 3
provides a point-in-time reference to an Organization’'s compliance P

[ i i i ifi i ENEIENELES AR
with the NISCF accreditation requirements for a specific service area. Q-CERT) | mamrmae (3

AND COMMUNICATIONS

ACCREDITATION
The Compliance and Data Protection Department will maintain a listing CERTIFICATE
of all Accredited Service Providers, allowing organizations to verify the THIS IS TO ATTEST THAT

status of Service Providers. XYZ Company Name

1 i 1L | the r E SEC U creditati
. . to provide independent audit services in relation to the
Compliance and Data Protection National Information Assurance (NIA) certification
Accreditation ~ Certification and Compliance ~ Data Privacy ~ Library ContactUs ~ Portal = . . "
Certification Body:  Compliance and Data Protection (COP) Department
Certificate ID AIZ015/38765
Issuance Date 7-FEB-20
Become an Accredited Home / Accreditation / Accredited Service Providers - J7-FES:20LS
Service Provider
ReE e List of Accredited Service Providers
Accredited Service Providers
Number Name Services
- Any

Status
-Any - v

Eng. Khalid N. Sadiq A1 Hashmi
asistant Under sscista

Accr. Number Name City Status Expiry Date Services

compliance.qcert.org
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ACCREDITATION LIFECYCLE OVERVIEW




MAINTAINING ACCREDITATION MOTC

Once accreditation has been awarded, Service Providers enter
the Accreditation Maintenance Process through which ongoing
compliance with the National Information Security Compliance
Framework (NISCF) accreditation requirements must be
assured.

Accredited Service Provider

Change
Notification

This is achieved through a combination of scheduled and
random surveillance audits.

« Surveillance Assessments 6-months following the award of
accreditation, annually thereafter and 6 months prior to the
expiry of accreditation.

Surveillance
Assessment

Corrective Action Plan (CAP)
Implementation Evidence

* Accredited Service Provider are required to notify the CDP : :
of any changes which may result in a non-compliance Compliance and Data Protection (CDP)
requirements.
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MAINTAINING ACCREDITATION

: : e , Accreditation
Where non-compliance are identified either through Maintenance

surveillance assessments or voluntary change notifications, Process
appropriate remediation will be necessary to maintain
accreditation.

To ensure the suitable remediation of identified non-
conformities;

Maintain Submit
Accreditation Corrective Action
« The Accredited Service Provider will be required to submit a Status Plan (CAP)

Corrective Action Plan (CAP), agreed with CDP,

« And provide Implementation Evidence that provides
assurance to CDP of the suitable and complete remediation
of concerns.

Implementation
and Evidence
Provision

compliance.qcert.org



CONDITIONS FOR LOSING ACCREDITATION

Accredited Organizations are required to address

compliance concerns identified through either: Accreditation Failure to
Maintenance Comply to Terms Performance
» Failure to comply with Accreditation Maintenance Process 9 il enieine
Process Agreement

* Failure to comply with the requirements or other

terms of this Agreement; or

* Performance-related observations. Failure to do so will result in the initiation of
Suspension Accreditation the CDP may suspend, partially

: : d, ithd Accreditation.
Failure to do so the CDP may suspend, partially and SUSPENG, orwithdraw Accreditation

Withdrawal

~

J

suspend, or withdraw Accreditation,

Process

compliance.qcert.org



CONDITIONS FOR LOSING ACCREDITATION MOTC

While accreditation is suspended,
the entity cannot undertake new
certification assessments and
must address the identified
compliance concerns.

Failure to address compliance

concerns will result in the
withdrawal of accreditation.

compliance.qcert.org

Suspension
and
Withdrawal
Initiated

Accreditation

Suspended

Accreditation
Withdrawal

* Non-Compliance Corrective Action Plan and Implementation Evidence not received
or agreed within timeframe

e Failure to comply with the requirements or other terms of this Agreement.
e Performance-related concerns.

J

* Accredited Organization is notified of Suspension (including detail of issues Ieadin@
to the suspension)

e During the Suspension timeframe (not exceeding 6-months), the Accredited
Organization is unable to perform new certification assessments but may continue
with ‘in-flight’ assessments or pre-authorized assessments. )

e |f the issue (and it's Root Cause) are not remediated within the 6-month suspensioﬁ
window, through the implementation of an agreed Corrective Action Plan and the
provision of suitable Implementation Evidence, the Accreditation of the Third-Party
will be withdrawn.

e In instance of Accreditation Withdrawal, the affected Third-Party may appeal the
withdrawal or re-apply for accreditation. )




COMPLAINTS

Complaints are categorised and reviewed by
the CDP to validity and investigated if
necessary.

Submit Review By Complaint Right to
Complaint CDP Outcome Appeal
The complainant is advised of the review

outcome or investigation outcome and
advised of their right to appeal.
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APPEALS

Level One (1) Appeal Hearing shall be heard by a
committee of individuals from CDP (who have no
conflicting interests).

A Level Two (2) Appeal Hearing shall be heard by a
committee of individuals from the National
Accreditation Board (NAB) (who have no conflicting
interests).

compliance.qcert.org

Referred if not
satisfactory

Level 1 Appeal

e Committee of individuals
from CDP

Level 2 Appeal

e Review by National
Accreditation Board (NAB)



APPEALS MOTC

Appeals relating to an Accreditation Decision or

an Accreditation Non-Conformance are heard by Appeals relating to RNe;{ieg;'];y Appeal Review
the National Accreditation Board (NAB) through ol A[ggrc?;jigcra]tlon Accreditation Decision
a Level Two (2) Appeal Hearing. Board (NAB)

~N
e Committee of individuals from CDP (Level 1)

* Review by National Accreditation Board (NAB) (Level 2) If
decision at level 1 was not satisfactory.

i[RI | » Appeal Review Decision

All other Appeals are first reviewed by CDP
at a Level One (1) Appeal Hearing.

J
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QUESTIONS AND ANSWERS
SESSION
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Thank You

P.O. Box 2304, Doha, Qatar
T +974 4499 5399
CDP@motc.gov.qa
compliance.qcert.org
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