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National Cyber Governance and Assurance Affairs,
National Cyber Security Agency (NCSA), is the competent
department Law No. | 3 of 2016; the Personal Data
Privacy Protection Law (PDPPL)

National Cyber Governance and Assurance Affairs
oversees the Personal Data Privacy Protection Law
(PDPPL) and therefore regulates data privacy in the
State of Qatar. It offers advice and guidance, promotes
good practice, carries out audits and advisory visits,
considers complaints, monitors compliance and supports
enforcement action where appropriate.

This booklet gives an overview of the main concepts of
PDPPL.
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Have you seen the PDPPL
Guidance Hub?

The guidance hub contains guidelines for organizations in Qatar on their

obligations under the the Personal Data Privacy Protection Law of 2016
(PDPPL)

What can you find on the guidance hub?

Organizations should assess their PDPPL compliance initiatives against these guidelines
and take action to close any gaps they identify immediately.

Guidelines: Providing guidance on how to interpret the law
and data protection issues.

Forms: To fill out when requesting permits and permissions
from the National Cyber Security Agency (NCSA)

Tools: To use to self-assess their data privacy compliance
maturity.

=:

Templates: To provide organizations with a starting point
to build their data privacy compliance documentation.

https://compliance.qcert.org/ar/privacy/hub
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What does the PDPPL mean for
organizations?

In Qatar, organizations must comply with the Personal Data Privacy
Protection Law of 2016 (PDPPL).

The PDPPL poses risks to organizations if they find themselves in
non-compliance. It also provides opportunities to gain a competitive
advantage through developing consumer trust

Key risks and opportunities that the PDPPL provides to
organizations include:

RTYS . Reduce chance
L O Fines ) k of breach 8§8
Brand damage ) k Increased employee / m
consumer trust
Ineffective Increased ‘
m implementation protections @ﬁ‘.

If organizations do not take action to mitigate risks and carry out compliance activities
the NCSA may take a number of investigatory and / or enforcement actions.

WWWw.Ncsa.gov.qa
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What are the individual
rights?
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In Qatar, the Personal Data Privacy Protection Law of 2016 (PDPPL)

gives you a number of rights regarding your data

Individuals’ rights under the PDPPL

The PDPPL enshrines a number of rights you have as an Individual regarding your
personal data, in certain circumstances.

The right to .

. The right to request
protectl_on and lawful correction
processing

. . The right to
I:r?SZEIt-It 1 el be notified of
processing

The right to be
notified of inaccurate
disclosure

The right to erasure

The right to object The right to access
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What does a data privacy
programme look like?

Organizations must implement a data privacy programme to meet the

requirements of Personal Data Privacy Protection Law (PDPPL)

What are the key elements of a data privacy programme?

Vision and strategy

Identification and operationalization of appropriate administrative,
technical and financial measures

Data privacy governance and operating model

Data processing records and impact assessments

Policies and procedures

Third party analysis and management

Regulatory engagement with the NCSA

Implementation of privacy by design and default and continuous
improvement

Operationalization of business-as-usual compliance
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Why is a Record of Processing
Activities important?

A Record of Processing Activities (RoPA) provides an organization with
a complete source of information on personal data processing including

what personal data they process, how they process it and the controls in
place to ensure it is processed in compliance with the PDPPL

Examples of what can be included in a RoPA?

Permitted reason for Retention
processing Period

AVAVA

The Purpose of Process owner name Internal & external
processing activity and contact details parties data is
shared with

q Confirm requirements \ q Brief stakeholders \
. Provide continuous
q Identify stakeholders \ q support \
q Doc_ument format \ q Ongoing review \
decision

WWWw.Ncsa.gov.qa
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What precautions
are appropriate to protect
personal data ?

The Personal Data Privacy Protection Law (PDPPL) requires
organizations that process personal data to have ‘appropriate

administrative, technical and financial precautions’ in place to protect
personal data

How to determine what measures are ‘appropriate?’
Organizations should assess their PDPPL compliance initiatives against these guidelines

and take actions to close any gaps they identify immediately.

Administrative precautions

Administrative precautions are those that relate to the
management of their organization and the way they carry out
tasks to deliver privacy.

Technical precautions

Technical precautions are those that relate to the use of
technology to carry out tasks or achieve certain outcomes to
deliver privacy.

Financial precautions

Financial precautions are those that relate to investment
in products or services to carry out tasks or achieve certain
outcomes to deliver privacy.

WWWw.Ncsa.gov.qa
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What are the third-party
processors considerations?

When engaging a third party processor, the PDPPL requires controllers
to verify that such processors comply with the instructions given to

them, adopt appropriate precautions and monitor their compliance
on a regular basis as part of their Personal Data Management System
(PDMS).

With respect to a processing activity, an organization can play one or more of

the following roles:

A Controller A Processor A Joint-Controller
if it is the main if it is following if it jointly makes
decision-maker decisions or exercises

the instructions of
exercising overall a Controller or is shared control over

control over why and
how personal data is
processed.

processing personal
data on their behalf.

why and how the
personal data is
processed.

What does the PDPPL say in regards to third-party processors?

0 Put in place legally binding responsibilities for the protection of personal
data through a contract.

C Assess processors compliance e.g. through a ‘Procurement Questionnaire.)

C Investigate cross-border transfers taking place. )

WWWw.Ncsa.gov.qa
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What do you need to consider
about direct marketing?

Direct marketing involves the communication, by whatever means, of
any advertising or marketing material which is directed to particular

individuals, however nowadays it is largely carried out by organizations
via electronic means.

Direct Marketing via electronic means requires

e Permitted reason

e |ndividuals’ consent

¢ Record maintained for consent

¢ The right to withdraw consent anytime

Key considerations for direct marketing by a third party:

comply with obligations under the PDPPL implementing appropriate
administrative, technical and financial precautions;

have signed a contract with the controller as a joint-controller or
processor; and

make it clear to individuals that they are acting on behalf of the
controller and that the controller is clearly identified as the originator.

WWWw.Ncsa.gov.qa
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Contact Us:

National Cyber Governance and Assurance Affairs

Postal address

National Cyber Governance and Assurance Affairs,
National Cyber Security Agency (NCSA),

P.0. Box 24100,
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