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NATIONAL INFORMATION SECURITY COMPLIANCE FRAMEWORK (NISCF)
ACCREDITATION SERVICE AGREEMENT
PENETRATION TESTING ACCREDITATION

NCSA-NISCF-ACCR-PNT-AGR

Agreement ID

awalailll wayeo

(Please do not fill, reserved to NCSA)

Between:

(1). National Cyber Security Agency (herein
referred to as NCSA) Wadi Al Sail Street, P.O.
Box 24100 Doha, Qatar; and

).

having its registered office at

and having the Establishment Card ID

(thereinafter referred to as the “Service
Provider”).

This Agreement is specific to Penetration Testing
Accreditation Service under the National Information
Security Compliance  Framework  (NISCF) -
Request Number (Please do not fill, reserved to NCSA)
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and ends with the end of the Accreditation Service
cycle specific to the sus-mentioned Request as
specified in the “Penetration Testing Accreditation
Service-related policies, standards, processes,
procedures, terms, and conditions” (thereinafter
referred to as the “Penetration Testing Service
provisions”).

This Agreement is dated and effective from the date
of the formal request made by the Service Provider.

Article (3) of the Emiri Decree no (1) of the year
2021 setting the establishment of Agency provides
that NCSA aims to maintain and organize national
cyber security and to enhance and protect the
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vital interests of the state in facing cyber threats,
in order to achieve this, it has the authority to
exercise all powers and authorities., including the
development and update of cyber risk management
frameworks, and monitor compliance with them, and
assessing the cybersecurity situation in the country
in coordination with the relevant authorities to
monitor risks in proactive manner.

This Agreement sets out the relationship between
NCSA and the Service Provider and the terms and
conditions to be met by the Service Provider in
the operation of an intended to be Accredited or
Accredited scope. Both parties shall abide by both
the spirit and intention of this Agreement.

1. DEFINITIONS

“Accreditation”

Assurance that an entity has the capability
and capacity to deliver cyber security related
services in a specified subject or areas of
expertise.

" Accreditation Services”
Services offered by NCSA that have for goal
to provide Accreditation.

"Accredited Service Provider”

Organization that has been granted an
NISCF Accreditation Services Certificate of
Accreditation.

"Assessment”

Process of getting a snapshot of the reality
of a scope at a specific point in time to
evaluate compliance. Assessment is similar
to Audit, the difference is that Audit is more
formal process, with higher level of assurance
and more stringent evidence admissibility
process.

"Certificate of Accreditation”

Document issued by NCSA to an Accredited
Service Provider to evidence conformance to
NISCF Accreditation Services requirements.

“Confidentiality”

Property that information is not made
available or disclosed to unauthorized
individuals, entities, or processes.

"Decision”

Conclusion on Accreditation, based on results
of review, that dictates if the fulfilment of
specified requirements has or has not been
demonstrated.
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"Contract”

Formal agreement, through the consent of
contracted parties, for one of the parties to
perform defined operation.

"Maintenance”

Iteration of conformance assessment
operation, basis for maintaining the validity
of a Certificate of Accreditation.

“National Information Security Compliance
Framework (NISCF)”

Is the umbrella under which all compliance
initiatives, owned by the National Cyber
Security Agency (NCSA) or other government
or non-government entities, directly or
indirectly, that have for primary goal to
provide cyber security assurance and can
have a material impact on national Qatar
cyber security ecosystem, will be developed
and maintained.

"Operation”

Activities performed by the NCSA and / or
third parties on behalf of the NCSA to be
able to make a decision in relation to NISCF
Accreditation Service.

"Policy”

A formal statement of a principle (an
organizational decision) that should be
followed by its intended audience to achieve
the stated objectives of the organization.

"Procedure”

Defines the established and / or mandatory
way of performing the steps or actions
defined in a process.

"Reinstatement”

Restoration of the full or partial restriction
made during suspension on a Certificate of
Accreditation.

"Request”

Formal written demand made by the Service
Provider related to a NISCF's Accreditation
Service request, through specified means
toward the NCSA and / or a third-party acting
on its behalf.

"Scope”

Specifies the service types and delivery
models for which a Service Provider was
Accredited for in relation to a particular NISCF
Accreditation service.
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2.2

2.3

2.4

"Scope expansion”

Expanding the scope of a Certificate of
Accreditation after its issuance and while
being active (Not expired, withdrawn, or
terminated).

"Scope reduction”

Reducing the scope of a Certificate of
Accreditation after its issuance and while
being active (Not expired, withdrawn, or
terminated).

“Standard”
Defines the requirements that needs to be
met in application of policies.

“Suspension”
Temporary restriction on a Certificate of
Accreditation for all or part of the scope.

"Termination” (applicable only to clause
3.6)

Stoppage of the validity of the Certificate
of Accreditation definitely based on the
Accredited Service Provider request.

"Withdrawal™:
Revocation of Certificate of Accreditation by
the NCSA.

OBLIGATIONS AND
RESPONSABILITIES OF NCSA

NCSA will carry out assessments, by its own
resources or by third-parties, in accordance
with the Penetration Testing Accreditation
Service provisions to determine the Service
Provider conformance and compliance to
Penetration Testing Accreditation Service
requirements.

NCSA will inform the Service Provider, of the
Penetration Testing Accreditation Service
provisions and any changes to those, through
means it judges adequate and effective.

NCSA will determine the means by which
conformance to these changes will be verified.

NCSA will apply the Penetration Testing
Accreditation Service provisions consistently
and in accordance with Accreditation Service
principles and values and will provide suitably
competent personnel for the assessment
of the Service Provider conformance to
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2.5

2.6

2.7

2.8

2.9

Penetration Testing Accreditation Service
requirements.

When NCSA determines that the Service
Provider conforms with Penetration Testing
Accreditation Service provisions, NCSA will
issue a Certificate of Accreditation to the
Service Provider, therefore it will be refereed
to, from that moment on, as Accredited
Service Provider.

A Certificate of Accreditation is granted for a
defined period on condition that the Service
Provider:

a. Complies with the terms of this Agreement;

b. Demonstrates continuing conformance
with the Penetration Testing Accreditation
Service provisions;

c. Give such undertakings as NCSA may
reasonably require; and

d. Pay such fees as are due to NCSA based
on Article (5) Paragraph (7) of the Emiri
Decree no (1) of the year 2021.

For the avoidance of any doubt, holding a
Certificate of Accreditation does not in any
way change the contractual responsibilities
between the Accredited Service Provider
and third parties. While the holding of a
Certificate of Accreditation is an indication
of the conformance of the Service Provider
to Penetration Testing  Accreditation
Service provisions, it does not constitute an
undertaking by NCSA that the Accredited
Service Provider will maintain this compliance.

NCSA  will determine frequency of
maintenance in conformance with Penetration
Testing Accreditation Service provisions.
In addition to planned maintenance, NCSA
reserves the right to carry out additional or
unscheduled assessments, re-assessments
of conformance at intervals other than those
predetermined, as it may reasonably require.
A full re-assessment of the Service Provider's
conformance to Penetration  Testing
Accreditation Service requirements will be
undertaken by NCSA for Re-Accreditation.

NCSA will determine the actions required to
be taken by the Accredited Service Provider
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2.10

211

212

to maintain the Certificate of Accreditation
or otherwise to ensure compliance with the
terms of this Agreement, in conformance with
Penetration Testing Accreditation Service
provisions, that cover:

a. Those requirements;

b. The timescale(s) for compliance with those
requirements;

c. The consequences which may follow,
in terms of clause 2.10, should the
Service Provider fail to comply with such
requirements within the timescales.

If, in NCSA's view, the Accredited Service
Provider fails to comply with the requirements
to maintain the Certificate of Accreditation
or other terms of this Agreement, NCSA
may suspend, or withdraw Accreditation,
reduce the scope of Accreditation, require
re-assessment of the Service Provider
conformance to to Penetration Testing
Accreditation  Service requirements, or
impose such other sanctions as, in the
reasonable opinion of NCSA, are appropriate.
NCSA will give the Accredited Service
Provider notice upon imposing any such
sanctions, in conformance with Penetration
Testing Accreditation Service provisions.
Withdrawal of Certificate of Accreditation will
not be imposed unless the Service Provider
fails to carry out the actions of which NCSA
determined in terms of clause 2.9 within the
timescales specified and where withdrawal of
Certificate of Accreditation has been specified
as a consequence of such failure. NCSA may
add the Service Provider and the scope to a
public list of organizations that have had their
Certificate of Accreditation withdrawn.

If in NCSA's view, circumstances beyond the
Service Provider's control impede NCSA's
ability to assess the Service Provider
conformance to  Penetration  Testing
Accreditation Service requirements, NCSA
may, but without prejudice to its right
to terminate this Agreement in terms of
clause 10.2 (d) suspend the Certificate of
Accreditation until it can be satisfied that the
Service Provider meets its requirements for
Penetration Testing Accreditation.

Additionally, NCSA reserves the right to
withdraw Certificate of Accreditation:
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. If the Service Provider, being a company,

entersinto liquidation, whether compulsory
or voluntary (but not necessarily
including liquidation for the purposes of
reconstruction), or has a receiver for its
business appointed;

. If the Service Provider fail in any respects

to comply with the law; or

. If the Service Provider fails to pay any fees

due to NCSA.

3. OBLIGATIONS AND
RESPONSIBILITIES OF SERVICE
PROVIDER

3.1 The Service Provider undertakes to NCSA
that:

. it has the right, power, and authority to

enter into and perform its obligations
under this Agreement;

. the signatory to this Agreement on behalf

of the Service Provider has been duly
authorized by the Service Provider to sign
this Agreement; and

. The information given to NCSA and third-

parties for the purpose of obtaining
and maintaining Penetration Testing
Accreditation is true, complete, and
accurate.

3.2 The Service Provider undertakes to NCSA that
at all times during the term of this Agreement
it will;

. comply with the terms of this Agreement

and Penetration Testing Accreditation
Service provisions;

. fulfil the requirements for Penetration

Testing Accreditation Service set by
NCSA, including adapting to changes in
the requirements for Penetration Testing
Accreditation Service and where such
changes are communicated to the Service
Provider under clause 2.2, notify NCSA
when they have been fully implemented;

. supply NCSA with all information, grant

it access to personnel, documents and
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facilities and afford it such co-operation
as is necessary to enable NCSA to
establish / monitor the suitability of the
Service Provider for Penetration Testing
Accreditation pursuant to this Agreement;

d. ensure that, where witnessed assessments
and evaluations are deemed necessary,
the Service Provider will have enforceable
agreements with its clients that commit
them to provide on request, access to
NCSA representatives to evaluate the
Service Provider's performance in carrying
out Penetration Testing activities at or out
of the client's premises;

e.at all times maintain high standards
and act with integrity in the conduct of
its business and activities, both with
NCSA and third parties, with regard to
its Penetration Testing Accreditation
status, not do anything which could be
regarded as bringing Penetration Testing
Accreditation, NISCF or NCSA into dispute
and take appropriate steps to correct any
statement it used which NCSA notifies the
Service Provider that it considers brings
Penetration Testing Accreditation Service
into dispute or to be misleading; and

f. make it clear in all contracts with its clients
andinany documents given toits clients for
guidance or explanation that deliverables
issued, service provided or products sold
by the Service Provider in no way implies
that any product, service or management
system is approved by NCSA.

3.3 The Service Provider undertakes to NCSA

to notify it of any circumstances which may
affectits ability to comply with this Agreement
or may otherwise affect, or potentially affect,
its ability to fulfil the requirements for
Penetration Testing Accreditation Service
as set out in its Certificate of Accreditation,
including:

a.any change in its legal, commercial,
ownership or organizational status;

b. any order being made for the winding up of
the Service Provider or for the appointment
of an administrator, administrative receiver
or receiver or such other voluntary or
involuntary liquidation of the Service
Provider;
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3.4

3.5

3.6

3.7

3.8

3.9

C. any action being taken to enforce security
granted by the Service Provider following
default by the Service Provider in respect
of the secured obligation;

d.any changes in its top management,
authorized representatives or lead
personnel of the Accreditation Team of the
Service Provider;

e. any significant change in its premises,
equipment, facilities, resources or working
environment;

f. any significant changes in its processes,
practices or procedures related to the
delivery of the Penetration Testing; or

g.any changes in its principal business
policies.

The Service Provider shall notify NCSA
promptly of any safety-related or significant
information security or personal data privacy
incidents associated with its Penetration
Testing Accreditation that may lead to
enforcement action against the Service
Provider and provide information relating
to the incident to allow NCSA to evaluate
the implications on the Penetration Testing
Accreditation status of the Service Provider.

The Service Provider shall assist NCSA in
the investigation and resolution of any
complaints made by third parties against the
Service Provider in relation to its Penetration
Testing Accreditation.

Upon withdrawal, termination, expiry or
during the suspension of Penetration
Testing Accreditation, the Service Provider
shall withdraw and cease to use all material
including thatin electronic form on its website
or elsewhere, referring to its Penetration
Testing Accreditation.

Pay such fees and charges, as are due to
NCSA on the terms, set out in NCSA's Terms
of Business.

The Accredited Service Provider shall claim
Accreditation only with respect to the scope
for which it has been granted.
shall

The Service Provider ensure that
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3.10

311

312

41

Certificate of Accreditation shall not be
used by itself or its clients for promotional
or publicity purposes in any way that NCSA
considers to be misleading and take such
immediate steps as NCSA may require to
correct any such misleading use.

The Service Provider will be given due notice
of any proposed changes relating to this
Agreement. These changes shall be mutually
agreed between NCSA and the Service
Provider which shall be given such reasonable
time as is necessary to make any adjustments
to its procedures. The Service Provider shall
notify NCSA when such adjustments have
been completed.

A Service Provider wishing to terminate its
Certificate of Accreditation and / or related
request for Penetration Testing Accreditation
Service shall give at least ninety (90) days
writtennotice to NCSA of itsintent, settlement
of NCSA fees, return of the Certificate of
Accreditation and cease to use Penetration
Testing Accreditation symbol, title, and any
other demarcation in conformance with
Penetration Testing Accreditation Service
provisions.

Financial arrangements between the
Service Provider and its clients, are not
the responsibility of and are not subject to
the control of, NCSA. However, information
contained therein may be subject to review
by NCSA.

CONFIDENTIALITY

Each Party shall keep confidential any
information about the business affairs of the
other which may come within its knowledge
during the term of this Agreement, and shall
not disclose to any third party without the
written consent of the other, following the
terms set out within the NCSA Non-disclosure
agreement provided that the above restriction
shall not apply to:

a. confidential communications between the
Parties and their respective professional
advisers;

b. disclosures required to be made by either
Party including, in the case of NCSA, any of
its assessors or experts as required by law
or by any court or fiscal or other regulatory
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51

5.2

53

6.1

7.1

authority; and

c. any information which, after the date of
this Agreement, comes into the public
domain, other than as a result (directly or
indirectly) of the act or omission of the
Party concerned or which is obtained by
the Party from a source independent of
the other.

. LIABILITY

NCSA shall have no liability to the Service
Provider, whether in contract, tort or
otherwise, for any losses, however, caused,
arising out of or in connection with this
Agreement save to the extent that such
losses arise out of the negligence of NCSA,
its officers, employees.

The Service Provider acknowledges that
no employee or agent of NCSA owes any
personal duty of care to it and that it shall
not be entitled to bring any claim against any
person other than NCSA arising out of or in
connection with this Agreement.

Notwithstanding clause 6.1, NCSA shall have
no liability for any indirect or consequential
loss or damage, costs, or expenses, or
to the extent that loss arises out of the
provision of false, misleading, or incomplete
documentation or information by the Service
Provider.

INDEMNITY

The Service Provider undertakes to indemnify
NCSA against any losses suffered by or claims
made against NCSA as a result of misuse by
the Service Provider of the Certificate of
Accreditation or usage of Penetration Testing
Accreditation symbol, title or any other
demarcation granted by NCSA and / or as a
result of any breach by the Service Provider
of the terms of this Agreement

COMPLAINTS

Any complaint by the Service Provider against
NCSA must be made in writing and shall follow
the complaints rules process established in
the Penetration Testing Accreditation Service
provisions.
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7.2

81

8.2

9.1

9.2

Any complaint against the Service Provider
received by NCSA will be handled in
conformance with the Penetration Testing
Accreditation  Service provisions.

APPEALS

Appeals will be considered only against a
Penetration Testing Accreditation decision
made by NCSA, in relation to this agreement.
A Penetration Testing Accreditation decision
is a decision by NCSA to accept or reject a
Penetration Testing Accreditation Service
request, suspension request, or scope
expansion or reduction request, grant, deny,
maintain, suspend, reinstate, terminate, or
withdraw Certificate of Accreditation or when
NCSA grants, or denies, an expansion of the
scope. Such a decision by NCSA shall stand
pending for the period before the closure of
the appeal.

Appeals in writing against a decision made by
NCSA will be processed in conformance with
NCSA appeals rules process established in
the Penetration Testing Accreditation Service
provisions.

TERMINATION OF AGREEMENT

This Agreement shall continue in force unless
and until terminated by either Party giving:

a.90 days' notice to the other if the
Penetration Testing Accreditation Service
request subject of this Agreement or the
related Certificate of Accreditation is
currently valid; or

b. 30 days’ notice to the other if Penetration
Testing Accreditation Service request
subject of this Agreement or the related
Certificate of Accreditation is not currently
valid.

NCSA may withdraw the Penetration
Testing Accreditation Service request or the
Certificate of Accreditation and terminate
this Agreement with immediate effect by
notice to the Service Provider:

a. in the circumstances set out in clause 2.10;

b. if the Service Provider, being a company,
has entered into liquidation, whether
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9.3

9.4

9.5

compulsory or voluntary (but not
including liquidation for the purposes of
reconstruction), or has an administrator,
administrative receiver or a receiver
appointed;

c. if the Service Provider fails to pay, within
10 Business Days of receipt of a final
demand notice, any fees and expenses due
to and invoiced by NCSA;

d. if the Service Provider's actions or other
circumstances beyond its control, in the
reasonable opinion of NCSA, impede NCSA's
ability to assess the Service Provider
conformance to Penetration Testing
Accreditation requirements; or

e. where there is proven evidence of
fraudulent or unethical behaviour, or if
the Service Provider intentionally provides
false information, or violates Penetration
Testing Accreditation requirements.

At the date of termination of this Agreement,
the Certificate of Accreditation shall
immediately cease to be valid and the Service
Provider will immediately cease to use any
reference to Penetration Testing Certificate of
Accreditation and withdraw all advertising or
other matter, including that in electronic form
on its website or elsewhere’ which contains
any reference to the Penetration Testing
Accreditation Certificate of Accreditation.
NCSA may continue to made publicly available
the fact that the Penetration Testing
Accreditation related to this agreement, is
expired, terminated or withdrawn.

During suspension of Certificate of

Accreditation:

a. The period of suspension shall not
exceed six (6) months unless specifically
authorized by NCSA; and

b. Failure to accomplish the activities of
corrective action plan or resolve the causes
of suspension within the specified time
period may result in termination of the
agreement and withdrawal of Certificate
of Accreditation.

On termination, the Service Provider will no
longer be Accredited by NCSA for the scope.
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9.6

10.

101

11.

111

12.

121

12.2

123

Any termination of this Agreement however
caused shall be without prejudice to any
rights or liabilities of the Parties which have
accrued on or before the date of termination.
Upon termination of this Agreement for any
reason:

a. notwithstanding any other provisions
of this Agreement, the terms of this
clause 9 and clauses 1 (definitions and
interpretation), 4 (Confidentiality), 5
(liability) and 6 (indemnity) shall continue
in force in accordance with their terms; and

b. all fees and expenses accrued but unpaid
pursuant to this Agreement shall forthwith
become due and payable.

FORCE MAJEURE

No failure or omission by either party to
carry out or observe any of the stipulations,
conditions, or warranties to be performed
shall give rise to any claim against such party
or be deemed to a breach of Agreement to
the extent that such failure or omission arises
from causes reasonably beyond the control of
such party.

APPLICABLE LAW

This Agreement shall in all respects be
construed and operate in conformity with
Qatari Law and the construction and validity
shall be governed by the Laws of State Qatar.

LEGAL JURISDICTION, LANGUAGE
AND DISPUTES SETTLEMENT

This Agreement shall be governed by the
Laws of the State of Qatar and both parties
submit to the exclusive jurisdiction of the
Qatari Courts in the event of failure of
amicable settlement.

Should any conflict arise between the English
language version and the Arabic text of
this agreement hereof, the Arabic language
version shall prevail.

In witness whereof, the Parties hereto have
executed this agreement on the below
mentioned dates, in two original copies one
for each.
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	having its registered office at: 
	and having the Establishment Card ID: 
	thereinafter referred to as the Service: 
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	Title_2: 
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