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Abstract Services. This document provides the description of the
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DISCLAIMER / LEGAL RIGHTS

National Cyber Security Agency (NCSA) has designed and created this publication,
titled “National Information Security Compliance Framework (NISCF) — Processes for
Appeal and Complaints” - V1.0 - Public, in order to provide the description of the steps
to be followed in NISCF Accreditation Operation for NISCF Accreditation Services. This
process document shall be read along other relevant NISCF's Accreditation
Definitions, Policy, Standards, Agreement and Terms and Conditions.

NCSA is responsible for the review and maintenance of this document.

Any reproduction of the present document either in part or full and irrespective of the
means of reproduction; shall acknowledge NCSA as the source and owner of the
“National Information Security Compliance Framework (NISCF) — Processes for Appeal
and Complaints”.

Any reproduction concerning this document with intent of commercialization shall
seek a written authorization from the NCSA. NCSA shall reserve the right to assess the
functionality and applicability of all such reproductions developed for commercial
intent.

The authorization from NCSA shall not be construed as an endorsement of the
developed reproduction and the developer shall in no way publicize or misinterpret
this in any form of media or personal / social discussions.
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LEGAL MANDATE(S)

Based on Emiri Decree No 1 of year 2021, National Cyber Security Agency (NCSA) —
National Cyber Governance and Cyber Assurance Affairs (NCGAA) is the entity
responsible for issuing certificates for Technology and Information Security service
providers and Certificates of Compliance with National Information Security standards
and policies.

This Process Document has been prepared to take into consideration the current
applicable laws of the State of Qatar. If a conflict arises between this document and
the laws of Qatar, the latter shall take precedence. Any such term shall, to that extent
be omitted from this Document, and the rest of the document shall stand without
affecting the remaining provisions. Amendments, in that case, shall then be required
to ensure conformance with the relevant applicable laws of the State of Qatar.
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Intfroduction

The National Information Security Compliance Framework (NISCF) allow the right for
organizations applying for NISCF Services and Certified or Accredited organizations to
appeal decisions related to their applications, Certification or Accreditation. It also
has a complaint mechanism that allow any organization or individual to complaint
about Certified Organizations, Accredited Service Providers, NCSA or organizations
that misuse the NISCF Services symbol, title, credential or any other demarcation.

In effort to improve the NISCF, NCSA developed this document, titled “National
Information Security Compliance Framework (NISCF) — Processes for Appeal and
Complaints” - V1.0 - Public, to provide the cyber space with clearer processes that
describe the steps to be followed in case of Appeal or Complaint for any of the NISCF
Services.
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1. Purpose and Scope
1.1. Purpose

The purpose of this document is to provide organizations/individuals with the
processes steps to be followed in NISCF's related Appeals and Complaints.

This document provides the necessary steps to follow in an Appeal or Complaint
Process.

1.2. Scope

This document applies to all Appeal and Complaints for NISCF Services that are
offered by NCSA under the NISCF.

NCSA defines which NISCF's Services this document applies to.
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2. Key Definitions

The terminologies used in this document are consistent with the definitions provided in
the NCSA-NISCF-GACP (NISCF General Appeals and Complaints Policy).
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3. Processes

3.1. Complaint Process

The complaint process defines the steps that need to be followed by complainant in
relation to the NISCF's Services complaint and the actions that NCSA will take during
the complaint process for NISCF's Services.

This process shall be read in conjunction with NCSA-NISCF-GACP (NISCF General
Appeals and Complaints Policy).

The below Figure 1: Complaint Process dissects the main actions to be taken during
the complaint process.
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Complainant NCSA Description

Step 1: Lodge Complaint - The
Complainant lodges a complaint

The Complainant submits a formal
complaint request through the

Step 1: dedicated form on National
Lodge a Cyber Governance and

- Assurance Affairs (NCGAA)
Complaint website. The Complainant
provides to NCSA al the

supporting information and

evidence about the complaint.

Reject, Step 2: Check Eligibility - NCSA
Nofification of Step 2: assesses the eligibility of the
— Incompletfeor — Check complaint

ineligible Eligibility NCSA check if the complaint is
Complaint related to NISCF service or fall
under the complaint's types
Accept, defined as per the NISCF's
Acknowledgment of the General Appeals and Complaints
complaint receipt Policy. Nofification is sent fo the
Complainant upon check

completion.

Step 3:

Nominate Step 3: Nominate Reviewer - NCSA
Reviewer selects an independent reviewer

for the complaint

NCSA selects a reviewer that was
not involved in the activities
subject of the complaint.

Step 4: Review - NCSA reviews and
Step 4: investigates the complaint
NCSA reviews and investigates the
complaint and its details and
requests, if necessary, additional
information  from any party
involved in the complaint. NCSA
concludes on the complaint and
determines the impact on each
® Outcome notification within involved party. NCSA updates the
60 days from the complaint Complainant  when requested.
acknowledgment NCSA notifies the Complainant
and other involved parties, if any,
of the outcome of the complaint
within 60 days from the complaint
acknowledgment.

Review

Complaint ProcessEnds (1/ 1)

Figure 1: Complaint Process
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3.2. Appeal Process

The appeal process defines the steps that need to be followed by Appellant in relation
to the NISCF’s Services appeal and the actions that NCSA will take during the appeal
process for NISCF's Services.

This process shall be read in conjunction with the NCSA-NISCF-GACP (NISCF General
Appeals and Complaints Policy).

The below Figure 2: Appeal Process dissects the main actions to be taken during the
appeal process.
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Appellant NCSA Description

Step 1: Lodge an Appeal - The

® Within 30 days from the date of Appellant lodges an appeal
communication to the appellant of the against NISCFrelated decision
Step 1: NISCF decision subject of the appeal The Appellant submits a formal

appeal request through the
dedicated form on National
Cyber Governance and
Assurance  Affairs website. The
Appellant  provides all  the
supporting information and
evidence about the appeal. The

Lodge an
Appeal

Rejg;lAppeal, appeal is to be lodged within 30
Nofification of days from the NISCF decision
incomplete or v notification date, subject of the
ineligible appeadl, to the Appellant.
A appeal Step 2:
< Check
sl Step 2: Check Eligibility - NCSA
assesses the eligibility of the
appeal
NCSA checks if the appeadl is
Accept, specific to a NISCF Service
Acknowledgmentof the decision, and as per the appeal
appeal receipt rules defined in the NISCF's
General Appeals and Complaints
Policy.
Step 3:
Nominate Step 3: Nominate Reviewer - NCSA
Reviewer selects an independent reviewer

forthe appeal

NCSA selects a reviewer that was
not involved in the NISCF decision
subject of the appeal.

Step 4: Review - NCSA reviews the

appeal
Step 4: NCSA reviews the appeal and its
Review details and requests, if necessary,

additional information from any
party involved in the NISCF
decision subject of the appeal.
NCSA  updates the Appelant
when requested.

Appeal Process Continues |

(1/2)

Page 12 of 16

Title: National Information Security Compliance Framework (NISCF) — Processes for Appeal and
Complaints

Version: V1.0

Classification: Public



il (ol éuibgll alllgll
National Cyber Security Agency

Appellant Description

1
A Step 4: Decision - NCSA takes a
decisionregarding the appeal
NCSA can decide to:

+  Overrule the Decision: NCSA
decides that the NISCF Service
Decision subject of the appeal
is null; or

+  Sustain Decision: NCSA
decides that the NISCF Service
Decision subject of the appeal
is valid.

NCSA determines the impact on

each involved party and notifies

the Appellant and other involved

Decision Sustained, parties, if any, of the outcome of
Notification the appeal within 60 days from the

Decision Overruled, appeal acknowledgment.

Nofification

Step 4:
Decision

Appeal Process Ends (2 / 2)

Figure 2: Appeal Process
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4. Compliance and Enforcement

4.1, Compliance Process

All stakeholders to the NISCF Services shall conform with the steps and actions defined
in this process document.

4.2. Roles and Responsibilities

National Cyber Governance and Assurance Affairs (NCGAA) is responsible for
ensuring conformance to this process document.

4.3. Transitioning and effective date
This process document is effective from the date of publishing.

This process document takes effect immediately following its publication. Appeals
and complaints related to NISCF Services activities subject of an appeal or a
complaint (e.g., decision, non-conformity, or breach...) shall be processed in
conformance with this process document.

4.4, Exceptions and deviations

Exceptions to this process document shall only be defined by the National Cyber
Security Agency (NCSA) through a policy or a standard and / or any NCSA's
organizational structure that has been given the authority over the NISCF Services.

Deviation from steps and actions of this process document shall be formally authorized
in writing by the National Cyber Security Agency (NCSA).

National Cyber Security Agency (NCSA) reserves the right to not accept NISCF
Services appeals and complaints from stakeholders that do not conform with the steps
and actions defined in this process document.
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5. Annexes
5.1. Acronyms
NCSA National Cyber Security Agency
NISCF National Information Security Compliance Framework
5.2. Reference

Emiri Decree No 1 of year 2021
President of National Cyber Security Agency (NCSA) Decision No 3 of year 2022
NCSA-NISCF-GACP (NISCF General Appeals and Complaints Policy)
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End of Document
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