National Cyber Security Agency

C

National Information Security Compliance
Framework (NISCF) - Processes for
National Accreditation

[NCSA-NISCF-ACCR-POSS]

Process Document

National Cyber Security Agency (NCSA)

September 25, 2023
V1.0
Public



wulpuud| ol auibgll &l &gl
National Cyber Security Agency

Document Control

Document Details

Document ID NCSA-NISCF-ACCR-POSS
External Version V1.0
Classification & Type Public

This document is the process document for National
Accreditation developed by the National Cyber Security
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DISCLAIMER / LEGAL RIGHTS

National Cyber Security Agency (NCSA) has designed and created this publication,
titled “National Information Security Compliance Framework (NISCF) — Processes for
National Accreditation” - V1.0 - Public, in order to provide the description of the steps
to be followed in NISCF Accreditation Operation for NISCF Accreditation Services. This
process document shall be read along other relevant NISCF's Accreditation
Definitions, Policy, Standards, Agreement and Terms and Conditions.

NCSA is responsible for the review and maintenance of this document.

Any reproduction of the present document either in part or full and irrespective of the
means of reproduction; shall acknowledge NCSA as the source and owner of the
“National Information Security Compliance Framework (NISCF) — Processes for
National Accreditation”.

Any reproduction concerning this document with intent of commercialization shall
seek a written authorization from the NCSA. NCSA shall reserve the right to assess the
functionality and applicability of all such reproductions developed for commercial
intent.

The authorization from NCSA shall not be construed as an endorsement of the
developed reproduction and the developer shall in no way publicize or misinterpret
this in any form of media or personal / social discussions.

The assurance provided is not absolute and its based-on documents and information
shared by the Service Providers and based on an assessment performed at a
particular point in fime. Therefore, NCSA does not hold responsibility of errors,
damages or losses resulting from the usage of products or consumption of services
provided by Accredited Service Providers.
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LEGAL MANDATE(S)

Based on Emiri Decree No 1 of year 2021, National Cyber Security Agency (NCSA) —
National Cyber Governance and Cyber Assurance Affairs (NCGAA) is the entity
responsible for issuing certificates for Technology and Information Security service
providers and Certificates of Compliance with National Information Security standards
and policies.

This Process Document has been prepared to take into consideration the current
applicable laws of the State of Qatar. If a conflict arises between this document and
the laws of Qatar, the latter shall take precedence. Any such term shall, to that extent
be omitted from this Document, and the rest of the document shall stand without
affecting the remaining provisions. Amendments, in that case, shall then be required
to ensure conformance with the relevant applicable laws of the State of Qatar.
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1. Infroduction

National Cyber Security Agency (NCSA) created its Accreditation Services to provide
assurance that Service Providers have the capability and capacity to deliver cyber
security related services in a specified subject or areas of expertise.

In effort to improve the Accreditation Services, NCSA developed this document, titled
“National Information Security Compliance Framework (NISCF) — Processes for
National Accreditation” - V1.0 - Public, to provide the cyber space with clearer
processes that describe the steps to be followed in NISCF Accreditation Operation for
NISCF Accreditation Services.
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2. Purpose and Scope

2.1. Purpose

The purpose of this document is to provide Service Providers with the processes steps
to be followed in NISCF Accreditation Operation for NISCF Accreditation Services.

This document provides the necessary steps and key rules for Service Providers
required to apply for the NISCF Accreditation Services and walkthrough the NISCF
Accreditation Services lifecycle for Accredited Service Providers.

This document does not include specific processes for all NISCF Accreditation Services
lifecycle phases. The left-out phases have clear, self-explanatory requirements
defined in NCSA-NISCF-ACCR-SNA (Standard for National Accreditation - Public).

2.2. Scope

This document applies to all NISCF Accreditation Services that are offered by NCSA
under the NISCF.

NCSA defines which NISCF's Services this document applies to.
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3. Key Definitions

The terminologies used in this document are consistent with the definitions provided in
the NCSA-NISCF-ACCR-GTXD (General Taxonomy Document for National
Accreditation - Public).
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4. Processes

4.1. General Overview

The below Figure 1: Overview of NISCF's Accreditation Services Lifecycle provides an
overview of the NISCF's Accreditation Services Lifecycle. It represents a graphical
simplification of the different phases of the NISCF's Accreditation Services Lifecycle,
their timing, and their relationships.

The processes detailed in this document are related to either one of the described
phases, a combination of phases or used within one or multiples phases.

Below is the key for the figure:
B Phases in the Application lifecycle, before obtaining the Accreditation.

B Phases by which an Accreditation shall pass during the Accreditation
lifecycle to maintain an active NISCF Certificate of Accreditation or extend the period
of validity of such Certificate.

B Phoses that may occur during the Accreditation lifecycle based on
NCSA decisions or voluntary requests from the Accredited Service Provider.

_ Phases that put an end to the period of validity of an NISCF Certificate
of Accreditation and the Accreditation lifecycle, based on NCSA decisions, voluntary
requests from, or simply inaction from the Accredited Service Provider.
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Appeals & Complaints

Application

Scope Expansion
Scope Reduction

Reinstatement

Suspension

Termination

Assessment Accreditation Maintenance Expiry

Withdrawal

Re-Accreditation

Figure 1: Overview of NISCF’s Accreditation Services Lifecycle
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4.2, Accreditation Operation

The Application process defines the steps that need to be followed by the applicant
to NISCF's Accreditation Services and the actions that NCSA will take during an
application request for NISCF's Accreditation Services.

This process shall be read in conjunction with the relevant NISCF Accreditation
Services Agreement, the Accreditation Terms and Conditions and the requirements
defined in section 4.2.1 of NCSA-NISCF-ACCR-SNA (Standard for National
Accreditation - Public).

The below Figure 2: Application Process dissects the main actions to be taken during
the Application process.
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Step 1: Application - The Applicant
submits a request for NISCF
Accreditation Service

The Applicant submits the formal
application request through the
dedicated form on National
Cyber Governance and
Assurance Affairs (NCGAA)
website. The request encompasses
only one of the available NISCF's
Accreditation  Service, in a
mutually exclusive manner. Once
the request is submitted a request
ID is generated to the Applicant.
The application has wvalidity of é
months. The communication with
NCSA starts and it is required by
the Applicant to share all
mandatory documents
(Application Pack] and supporting
evidence.

Step 1:
Application

Reject
Request,
Notification of
incomplete or
ineligible
A Request

Step 2: Request Review - NCSA
» reviews the eligibility of the
Sl Application
NCSA checks if the Applicant is
eligible to apply for the NISCF
Accreditation Service requested
for and reviews the Application
AcceptRequest, Pack for its completeness. If the
Biling of Application Fee Applicant is not eligble or the
and signing of Accreditation Application Pack is incomplete
Agreement the request is rejected. When the
| request is accepted, NCSA bills
the Applicant for the Application
Fee and returns a copy of the
NISCF Accreditation Agreement
signed by both parties.

Request

A

Review

Step 3: Application Fee - The
Applicant submits to NCSA the
( Within 30 days payment proof
from the bill The Service Provide setfles the
notification Application Fee and submits the
payment proof to NCSA within 30
¢ days from the bil notification
otherwise the application s
closed.

Application Process Continues |

(1/3)
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Step 4: Assessment - NCSA
assesses the Applicant against the
Accreditation requirements

NCSA determines the assessment
plan (on-site or remote, interviews
with personnel, inspections tools
and systems...] and assesses the
Applicant to wverify conformance
with NISCF Accreditation
requirements, as defined in the
Standard of the NISCF

Step 4: Accreditation Service. If non-
Assessment conformities (NCs) are identified,
NCSA issues a NCs Report and

Plan (CAP) from the Applicant. If

requests for a Corrective Actions
there is no NCs identified or after a
Clarification and Evidence
NCs Report & Request (CER) response
Rques’r forl assessment, NCSA  concludes
Corrective Actions based on the  avaiable
information.

Step 5:
Corre‘?:‘rive Ifno NCs identified Step 5: f:orrecﬁve _Acﬁons Plan -
e RN or after CER The Applicant submits the CAP
The Applicant provides a CAP for
the identified NCs within the 10
working days from the NCs Report
notification. If no response s
@® Within 10 working days of received, NCSA concludes based

NCs Report notification on the available information.

Step é:
CAP Review

Step 4: CAP Review - NCSA
reviews the submitted CAP

NCSA reviews the CAP proposed
by the Applicant and takes the
Accreditation Decision.

Assessment Reporting

|

2

Application Process Continues |

(2/3)
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(® Asperthe
defined timeframein @) Within 6
the CER months
from the
Y  Application

Step 7-b: Request

Response fo
CER

Step 7:

——— L.
Decision

Issue a CER

Grant Accreditation,
Nofification and Biling of
Accreditation Award Fee

Step 8:
Accreditation
Award Fee

Deny Accreditation,
Notification

() within 30 days
from the bill
nofification

Figure 2: Application Process
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Step 7: Decision - NCSA takes a

decision on the Application
Request

NCSA can decide to:

= |ssue a Clarfication and

Evidence Request (CER): NCSA
issues a CER to the Applicant;

= Deny Accreditation: NCSA
notifies the Applicant of the
denial of Accreditation;

= Grant Accreditation: NCSA
notifies the Applicant of the
grant of Accreditation and bills
the Applicant for the
Accreditation Award Fee.

In the cases of “"Deny” or “Grant”,

the Applicant receives along the

notification of the Accreditation

Decision, the assessment report.

The Applicant has the right to

appeal the decision.

Step 7-b: Response to CER - The
Applicant  submits additional
information

The Applicant responds to CER by
submitting additional information
within the defined timeline. If no
response is received, NCSA
concludes based on the available
information.

Step 8: Accreditation Award Fee -
The Applicant submits to NCSA the
payment proof

The Service Provider settles the
Accreditation Award Fee and
submits the payment proof to
NCSA within 30 days from the bil
notification otherwise the
applicationis closed.

Step 9: Award - NCSA awards the
Accreditation to the Applicant
NCSA issues a Cerificate of
Accreditation to the Applicant
and updates the Public
Accreditation Record.

Application Process Ends (3 / 3)
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The Maintenance process defines the steps that need to be followed by the
Accredited Service Provider and the actions that NCSA will take during the
Maintenance of a NISCF Accreditation.

This process shall be read in conjunction with the relevant NISCF Accreditation
Services Agreement, the Accreditation Terms and Conditions and the requirements
defined in section 4.2.3.1 of NCSA-NISCF-ACCR-SNA (Standard for National
Accreditation - Public).

The below Figure 3: Maintenance Process dissects the main actions to be taken during
the Maintenance process.
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Accredited Service

. NCSA
Provider
Step 1:
Pre- Reminder
Maintenance Nofification

Reporting

® 1 Monthbefore
the Date of
Maintenance

Step 2:

Maintenance
Requirements

( Maintenance
Initiation on the Date
of Maintenance

Step 3:

Maintenance
Response

() Asperthe
defined timeframein
the Maintenance
Initiation

l

Page 16 of 36

Description

Step 1: Pre-Maintenance Reporting
- The Accredited Service Provider
(ASP) provides NCSA with the Pre-
Maintenance required information
The Accredited Service Provider
(ASP) submits the information
required as part of the Pre-
Maintenance at least 1 month
prior to the Date of Maintenance.
NCSA may send reminder
notification; howewver, it is the
responsibility of the ASP to report
the required information on time.

Step 2: Maintenance Requirements
- NCSA reviews the Pre-
Maintenance Reporling and
initiate the Maintenance

NCSA reviews the Pre-
Maintenance  Reporting  and
provides to the ASP the details of
Maintenance, including the
requirements against which the
ASP would be assessed (including
any open nonconformities (NCs)
from previous assessments) and
other factors such engagements
sampled for performance
assessment  as  well as the
assessment plan  (on site  or
remote, interviews with personnel,
inspections tools and systems...).
NCSA initiates the Maintenance
by sending the requirements tfo
the ASP on the Date of
Maintenance.

Note: The HArst Surveillance Assessment
(F5A) Date of Mainfenance is a year
affer the Accreditalion (coinciding with
the Accredifafion anniversary). The
Second Surveillaonce Assessment (55A)
Date of Mainfenance is one year from
the completion of the Frst Surveillance
Assessment [FSA).

Step 3: Maintenance Response -
The ASP responds to the
Maintenance requirement fo NCSA
The ASP responds 1o the
Maintenance Request with the
required arifacts within  the
defined timeline.

Maintenance Process Confinues |

(1/2)
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Accredited Service NCSA Description

Provider

Step 4: Assessment - NCSA
assesses the ASP against the
Requirements

NCSA assess the ASP to wverify
conformance to the Maintenance
requirements. . If no resporse is
received, NCSA concludes based
on the available information.

Step 5: Decision - NCSA takes the

Maintenance Decision

NCSA can decide to:

. * |ssue a Clarfication and
Step 4: Evidence Request (CER): NCSA

Assessment issues a CER to the ASP;

= Suspend Accreditation: NCSA
notifies the ASP of the
Suspension of Accreditation
and starts Suspension process;

=  paintain Accreditation: NCSA

@ Asperthe notifies the ASP that the
defined timeframein Assessment Reporting Accreditationis maintained.

the CER In the cases of “Maintain” or

“Suspend”, the ASP receives along

the notification of the

Maintenance Decision, the

assessment report. The ASP has the
right to appeal the decision.

v Note: If less than é months separate the
expiry date of a Ceriificate of
Accreditation and the Suspension
Step 5: nofification, the Accreditation is kept
Decision suspended unfil the end of the period
of vdlidity aond no unscheduled
assessment is Performed.

Issue a CER

Step 5-b: Response to CER - The
ASP submits additional information
The ASP responds to the CER by

Suspend Accreditation, submitting additional information
Notification and start the within the defined timeline. If no
Suspension Process, if response is  received, NCSA
applicable _concludgs based on the available
Maintain Accreditation, micmmation.

Nofification step & Update  Public
. Accreditafion Record - NCSA

Step é&: _ updates the Accreditation Status
Update Public NCSA updates the Accreditation
Accreditation Status on the Public Accreditation

Record Record.

Maintenance Process Ends (2 / 2)

Figure 3: Maintenance Process
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The Suspension process defines the steps that need to be followed by a Service
Provider whose it NISCF Certificate of Accreditation has been suspended in order to
reinstate its active status. The process also includes the actions that NCSA will take
during the Suspension of a NISCF Accreditation.

This process shall be read in conjunction with the relevant NISCF Accreditation
Services Agreement, the Accreditation Terms and Conditions and the requirements
defined in section 4.2.3.2 of NCSA-NISCF-ACCR-SNA (Standard for National
Accreditation - Public).

The below Figure 4: Suspension Process dissects the main actions to be taken during
the Suspension process.
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Step 1: CAPnot
Corrective submitted on
Actions Plan time
() Within 10
working days from
the Suspension |
nofification

Step 2:
CAP Review

Comments, if

‘ any

Step 3: Implementation
Implementation Evidence not
Evidence for submitted on
NCs time

() Asperthe defined
fimeframein the CAPwith a
maximum 60 working days
from the Suspension

notification

Step 4:
Assessment

Assessment Reporting

17

Page 19 of 36

Step 1: Comectlive Actlions Plan
(CAP) - The Service Provider
submits the CAP

The Service Provider provides a
CAP to address the non-
conformities (NCs) reported by
NCSA within 10 working days from
the Suspension notification. If no
response is received, NCSA
concludes based on the available
information.

Step 2: CAP Review - NCSA
reviews the CAP

NCSA reviews the CAP proposed
by the Service provider and
provides comments, if any.

Step 3: Implementation Evidence
for NCs - The Service Provider
shares the Implementation
evidence with NCSA based on the
CAP

The Service Provider shares the
Implementation Evidence with
NCSA within the defined timeline
as per the CAP (with a maximum
timeline of 60 working days from
the Suspension notification). If no
response is received, NCSA
concludes based on the available
information.

Step 4: Assessment - NCSA
assesses the Implementation
Evidence

NCSA determines the assessment
plan (on site or remote, interviews
with personnel, inspections tools
and systems systems...] and
assesses the  Implementation
Evidence to ensure correction of
NCs.

Suspension Process Confinues |

(1/3)
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Step 5: Decision - NCSA takes a
decision on the stalus of the
Suspension ofthe Service Provider

A NCSA can decide to:
* |ssue a Clarfication and
Evidence Request (CER): NCSA
issues a CER to the Service
Provider;

= Withdraw Accreditation: NCSA
@ Asper the notifies the Service Provider of
defined timeframein the Withdrawal —~  of
the CER Accreditation and initiates

Withdrawal process;
v = Reduce Scope of

Accreditation. NCSA notifies
the Service Provider that it
Step 5: reduced the scope of the
Decision Accreditation. NCSA bills the
Service  Provider for the
ReinstatementFee;
= Reinstate Accreditation: NCSA
notifies the Service Provider of
the  completion of the
assessment and decision to
reinstate and bils the Service
Provider for the for the
ReinstatementFee.
In the cases of “Reinstate”,
Reinstate or reduce the “Reduce Scope"” or “Withdraw",
Scope of Accreditation, the Service Provider receives
Nofification and Biling of . along the notification of the
Reinstatement Fee Suspension Decision, the
assessment report. The Applicant
has the right to appeal the
decision.

ReESpONSE 10 B

Issue a CER

Withdraw Accreditation,
Nofification

Step 5-b: Response to CER - The
Service Provider submits additional
information

The Service Provider responds to
C CER by submitting additional
information within the defined
timeline. If no response is received,

NCSA concludes based on the
available information.

Suspension Process Confinues |
2 (2/3)
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Step &: Reinstatement Fee - The
Service Provider submits to NCSA
the payment proof

The Service Provider settles the
Reinstatement Fee and submits
the payment proof to NCSA within
30 days from the bil notification
otherwise  the Reinstatement /
Scope Reduction is stopped, and
the Withdrawal of the NISCF
Certificate of Accreditation starts.

|
y

Step é6:
Reinstatement
Fee

() Within 30 days Step 7: Update Public
from the bill Accreditatlion Record - NCSA
noftification Step 7: updates the Accreditation Status

NCSA updates the status of the
Service Provider, and the scope of
Accreditation if needed, on the
Public Accreditation Record.

| Update Public
Accreditation
Record

Suspension ProcessEnds (3/ 3)

Figure 4: Suspension Process

Page 21 of 36

Title: National Information Security Compliance Framework (NISCF) — Processes for Nafional Accreditation
Version: V1.0
Classification: Public



National Cyber Security Agency

C

The Unscheduled Assessment process defines the steps that need to be followed by
a Service Provider and the actions that NCSA will take during unplanned or
exceptional situations during the Accreditation lifecycle (e.g., Requests for Scope
Expansion, Changes affecting the Accreditation, Complaints investigations...).

This process shall be read in conjunction with the relevant NISCF Accreditation
Services Agreement, the Accreditation Terms and Conditions and the requirements
defined in sections 4.2.3.4, 4.2.3.5 and 4.2.3.7 of NCSA-NISCF-ACCR-SNA (Standard for
National Accreditation - Public).

The below Figure 5: Unscheduled Assessment Process dissects the main actions to be
taken during the Unscheduled Assessment process.
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Step 1: Infomation and Evidence -
The Service Provider shares the
Information and Evidence with
NCSA

The Service Provider provides to
NCSA all mandatory documents
and supporting evidence as
defined in the Assessment Initiation
Notification within the defined

Assessment Initiation Nofification

Step 1: : timeline. If no response is received

. Information and : .

LG et Evidence notsubmitted — NCSA concludes based on the
and on fime available information.

Evidence

Step 2: Assessment - NCSA
assesses the Service Provider
against the requirements
NCSA determines the assessment
plan (on-site or remote, interviews
with personnel, inspections tools
and systems...] and assesses the
: Service  Provider to  wverify
Step 2: conformance to the defined
Assessment requirements. If non-conformities
(NCs) are identified, NCSA issues a
NCs Report and requests for a
Corrective  Actions Plan (CAP)
NCs Report & from the Service Provider. If there is

Request for no NCs identified or after a
Corrective Actions Clarification and BEvidence
Request (CER) response

assessment, NCSA concludes on
the available information.

Ifno NCs idenfified

ctions Plan Bramer S Step 3: Comeclive Actions Plan -

The Service Provider submits the
CAP

The Service Provider provides a
CAP for the identified NCs within
10 working days from the NCs
Report notification. If no response
is received, NCSA concludes
based on the available
information.

( Within 10 working days of
NCs Report notification
l Step 4:

CAP Review

Assessment Reporting )
Step 4: CAP Review - NCSA

reviews the submitted CAP

NCSA reviews the CAP proposed
by the Service provider and takes
the appropriate Decision.

Unscheduled Assessment Process
Continves | (1/2)
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Step 5: Decision - NCSA takes a
decision on the outcome of the
Unscheduled Assessment

NCSA takes the decision based on
the available options in relation to
the objective of the Unscheduled
Assessment. The decision can also
be to issue a Clarfication and
Evidence Request (CER).

The Service Provider receives a

() Asperthe notification of the decision and
defined timeframe in the assessment report. The Service
the CER Provider has the right to appeal

the decision.

Response fo o Sle[.).S: Si'ep_ 5-b: Response i'o CER - The
Decision Service Provider submits additional
information
The Service Provider responds to
CER by submitting additional
information within the defined
timeline. If no response is received,
Decision Notification NCSA concludes based on the
available information.

Issue a CER

Unscheduled Assessment Process
Ends(2/2)

Figure 5: Unscheduled Assessment Process
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The Scope Expansion process defines the steps that need to be followed by an
Accredited Service Provider and the actions that NCSA will take during a request for
Scope Expansion for an active NISCF's Certificate of Accreditation.

This process shall be read in conjunction with the relevant NISCF Accreditation
Services Agreement, the Accreditation Terms and Conditions and the requirements
defined in section 4.2.3.7 of NCSA-NISCF-ACCR-SNA (Standard for National
Accreditation - Public).

The below Figure é: Scope Expansion Process dissects the main actions to be taken
during the Scope Expansion process.
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Accredited Service
Provider

NCSA Description

Step 1: Request for Scope
Expansion - The Accredited
Service Provider (ASP) submils a
request for scope expansion for an
active  NISCF  Ceilificate  of

Accreditation
Step 1: The Accredited Service Provider
Request for (ASP) submits the formal request
Scope for Scope Expansion through the
Expansion dedicated form on National
Cyber Governance and

Assurance Affairs (NCGAA)
website. Cyber Governance and
Assurance Affairs website. The ASP
provides to NCSA all mandatory
documents and supporting
evidence for the request for
Scope Expansion.

Step 2: Eligibility Check - NCSA
assesses the eligibility of the
request for Scope Expansion
Step 2: NCSA accepts requests for Scope
Bt Expansion only if there is no
gibility .
i maintenance or unscheduled
assessment(s) started or are
planned to start within 1 month,
from the date of the request, or
within six (6) months prior to the
i expiry date of the NISCF
RejectRequest, AcceptRequest Certificate of Accreditation.
Notification of incomplete or '

Nofification

ineligible Request
l Step 3: Assessment Oplion - NCSA
determines the Assessment
. Process to follow for the Scope
e Slgp 3_‘ Expansion
Assessment . .
Option NCSA deTerm!nes if the ossgssmen’r
for the additional scope is to be
performed as part of the first
) ) upcoming Maintenance or as part
Notify the ASPin the of an unscheduled assessment.
chosen process NCSA notifies the ASP of its
¢ decision.

Scope Expansion Process
Continves | (1/2)
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Accredited Service
Provider

Step 4-a:

As part of
Maintenance

Step 4-b:
Unscheduled
Assessment

Issue a CER Assessment Reporting

¥

Step 5:
Decision

Deny Scope Expansion,
Notification

Grant Scope Expansion,
Nofification and Agreement
Addendum Signatfure

Step é6:
Update Public
Accreditation

Record

Figure 6: Scope Expansion Process
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Description

Step 4-a/b: Assessment - NCSA
assesses the ASP against the
Requirements

NCSA performs the assessment for
the Scope Expansion as per the
Unscheduled Assessment Process
or as part of the first upcoming
Maintenance. Only the
assessment part is included in the
Maintenance or Unscheduled
Assessment Processes.

Note: The decision on the Scope
Expansion is performed independently
and subsequently of the Mainfenance
Decision. The decision on the Scope
Expansion is performed independently
Unscheduled Assessment Decision.

Step 5: Decision - NCSA takes a
decision on the request for Scope
Expansion

NCSA can decide to:

* |ssue a Clarfication and
Evidence Request (CER): NCSA
issues a CER to the ASP;

= Deny Scope Expansion: NCSA
notifies the ASP of the denial of
the Scope Expansion;

= Grant Scope Expansion: NCSA
notifies the ASP of the grant of
the Scope Expansion.

In the cases of "Deny Scope

Expansion”™ or “Grant Scope

Expansion”, the ASP receives

along the notification of the

Scope Exparsion Decision, the

assessment report. The ASP has the

right to appeal the decision.

Step 6: Update Public
Accreditalion Record - NCSA
updates the Accreditation Status
NCSA updates the Accreditation
Status on the Public Accreditation
Record.

Scope Expansion Process Ends

(2/2)
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The Re-Accreditation process defines the steps that need to be followed by an
Accredited Service Provider and the actions that NCSA will take during a request for
extending the period of validity of a NISCF's Certificate of Accreditation through Re-
Accreditation.

This process shall be read in conjunction with the relevant NISCF Accreditation
Services Agreement, the Accreditation Terms and Conditions and the requirements
defined in section 4.2.4 of NCSA-NISCF-ACCR-SNA (Standard for National
Accreditation - Public).

The below dissects the main actions to be taken during the Re-Accreditation process.
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NCSA

Description

Step 1: Re Accreditation Request -
The Accredited Service Provider
(ASP) submits a request for Re
Accreditation

The ASP submits the formal request
for Re-Accreditation through the

Step 1: Re- dedicated form on National
~ ity Cyber Governance and
Accrediiation Assurance Affairs (NCGAA)

Request

website. The ASP provides to NCSA
all mandatory documents and
supporting evidence for the Re-
Accreditation request. The request
is to be submitted at least 3

Reject months prior to the date of expiry
Request, ) of the NISCF's Cerlificate of
A No‘nﬂcc‘non Step 2: Accreditation.

<+ Request
|ncompIeTe Review

or ineligible Step 2: Request Review - NCSA

Request reviews the eligibility of the

Application

NCSA checks if the ASP is eligible

AcceptRequest, to submit a request for Re-

Notification Accreditation and reviews the

Application Pack for its

NCs Report &

Ifno NCs

U
-

completeness. If the ASP is not
eligible or the documentation is

incomplete  the request s
Step 3: rejected.
Assessment

Step 3: Assessment - NCSA

assesses the ASP against the Re-
Accreditation requirements
NCSA determines the assessment

Request for identified plan (on-site or remote, interviews
Corrective Actions orafferCER|  with personnel, inspections tools
and systems...) and assesses the
A ASP to verify conformance with
® W'“?"n NISCF Re-Accreditation
Step 4: 10 working Step 5: requirements. If non-conformities
Corrective daysof NCs — CAP Rev}ew (NCs] are identified, NCSAissues a
Actions Plan Report NCsReport and requestsfora
nofification Corrective Actions Plan (CAP)

Page 29 of 36

from the ASP. If there is no NCs
identified or after a Clarification
and Evidence Request (CER)
response assessment, NCSA
concludes based on the available
information.

Re-Accreditation Process

Continves | (1/3)
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Accredited Service
Provider

Issue a CER

Step 6-b:
Response to
CER
() Asperthe
defined timeframein
the CER
Extend
+—— Assessment
Timeline

Assessment Reporting

() Before the
expiry date of the
Accreditation or
the Extended
Assessment
Timeline

Step é6:
Decision

Grant Re-Accreditation,
Nofification and Biling of Re-
Accreditation Award Fee and
Agreement Addendum
Signature

v

<

Deny Re-
Accreditation,
Nofification

Page 30 of 36

Description

Step 4: Comeclive Actlions Plan -
The ASP submits the CAP

The ASP provides a CAP for the
identified NCs within the 10
working days from the NCs Report
notification. If no response s
received, NCSA concludes based
on the available information.

Step 5: CAP Review -
reviews the submitted CAP
NCSA reviews the CAP proposed
by the ASP and takes the Re-
Accreditation Decision.

NCSA

Step 6: Decision - NCSA takes a

decision on the request for Re-

Accreditation

NCSA can decide to:

= |ssue a Clarfication and
Evidence Request (CER): NCSA
issues a CER to the ASP;

= Extend the assessment
timeline: When the expiry date
of the Accreditation was
reached and the assessment is
not completed, NCSA notifies
the ASP of the {timeline
extension to complete the Re-
Accreditation;

= Deny Re-Accreditation: NCSA
notifies the ASP of the denial of
Re-Accreditation;

= Grant Re-Accreditation: NCSA
notifies the Applicant of the
grant of Accreditation and bills
the ASP for  the Re-
Accreditation Award Fee.

In the cases of “"Deny” or “Grant”,

the ASP receives along the
notification of the Re-
Accreditation Decision, the

assessment report. The ASP has the
right to appeal the decision.

Note: The decision fo extend the
assessment  fimeline is used in
exceplional cases, and af the sole
discrefion of the NCSAB. In this case

and unfil the Re-Accreditafion s
granted, the Accredifation status is
expired.

Re-Accreditation Process

Continves | (2/3)
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Provider

Description

Step 6-b: Response to CER - The
ASP submits additional information
The ASP responds to CER by
submitting additional information
within the defined timeline. If no
response is received, NCSA
concludes based on the available

I information.
5'5:P 7 Step 7: Re-Accreditation Award
Re- Fee - The ASP submits fo NCSA the
Accreditation payment proof
Award Fee The ASP  settles  the Re-

Accreditation Award Fee and
submits the payment proof to

i P NCSA within 30 days from the bill
O Within 30 days notification otherwise the request

fror."‘. The. o for Re-Accreditationis closed.
noftification
Step 8: Award - NCSA awards the
Step 8: Re-Accreditation to the ASP
Ponerd NCSA gpdgfes the Certificate of
Accreditation and updates the
Public Accreditation Record.

Re-Accreditation Process Ends
- (3/3)

1
A > End

Figure 7: Re-Accreditation Process
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4.3. Complaint and Appeal

Complaints related to NISCF's Accreditation Services are processed following the
complaint process detailed in NCSA-NISCF-ACPO (Appeals and Complaints Processes
— Public).

Appeals related to NISCF's Accreditation Services are processed following the
complaint process detailed in NCSA-NISCF-ACPO (Appeals and Complaints Processes
- Public).
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5. Compliance and Enforcement

5.1. Compliance Process

All stakeholders to the NISCF Accreditation Services shall conform with the steps and
actions defined in this process document.

5.2. Roles and Responsibilities

National Cyber Governance and Assurance Affairs (NCGAA) is responsible for
ensuring conformance to this process document.

5.3. Transitioning and effective date
This process document is effective from January 1, 2024.

NCSA announces through its website or National Cyber Governance and Assurance
Affairs (NCGAA) website which NISCF's Services this Processes Document applies for
and from which date. The transition will be handled as per the requirements defined
in section Error! Reference source not found. of the NCSA-NISCF-ACCR-SNA (Standard
for National Accreditation — Public).

5.4. Exceptions and deviations

Exceptions to this process document shall only be defined by the Natfional Cyber
Security Agency (NCSA) through a policy or a standard and / or any NCSA's
organizational structure that has been given the authority over the NISCF or the
Accreditation Services.

Deviation from process document steps and actions shall be formally authorized in
writing by the National Cyber Security Agency (NCSA).

National Cyber Security Agency (NCSA) reserves the right to not accept NISCF
Accreditation Services requests and / or suspend or withdraw Certificates of
Accreditation or any other Certificates, Credentials or Licenses provided by NCSA
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from NISCF Accreditation Services stakeholders that do not conform with the steps
and actions defined in this process document.
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6. Annexes
6.1. AcCronyms
ASP Accredited Service Provider
CAP Corrective Actions Plan
CER Clarification and Evidence Request
NCs Non-conformities
NCGAA National Cyber Governance and Assurance Affairs
NCSA National Cyber Security Agency
NISCF National Information Security Compliance Framework
FSA First Surveillance Assessment
SSA Second Surveillance Assessment
6.2. Reference

Emiri Decree No 1 of year 2021
President of National Cyber Security Agency (NCSA) Decision No 3 of year 2022

NCSA-NISCF-ACCR-GTXD (General Taxonomy Document for National Accreditation -
Public)

NCSA-NISCF-ACCR-GPNA (General Policy for National Accreditation - Public)
NCSA-NISCF-ACCR-SNA (Standard for National Accreditation - Public)
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