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NATIONAL INFORMATION SECURITY
COMPLIANCE FRAMEWORK

In support of the State of Qatar's efforts to address current and emerging
threats and risks, the State of Qatar’s National Cyber Security Strategy set the
objective to establish a legal and regulatory framework to enable a safe and
vibrant cyberspace.

In this regards, two national frameworks were developed: The National
Information Security Compliance Framework (NISCF) and the National
Information Assurance Framework (NIAF).

The National Information Security Compliance Framework (NISCF) was created
to validate and assure security that is driven and guided by the National
Information Assurance Framework (NIAF).
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NATIONAL CYBER GOVERNANCE
AND ASSURANCE AFFAIRS

Based on Emiri Decree No 1 of year 2021, National Cyber Security Agency -
National Cyber Governance and Assurance Affairs is the entity responsible for
issuing certificates for Technology and Information Security service providers
and certificates of compliance with National Information Security standards
and policies.

In addition to its mandates, National Cyber Governance and Assurance Affairs
is also considered the competent authority to implement the Personal Data
Privacy Protection Law including the development of policies, controls and
follow-up in the State of Qatar.
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CERTIFICATION PROGRAM

The National Information Security Compliance Framework (NISCF) Certification
Program provides a mechanism for organizations to evidence compliance
to the State of Qatar's information security policies, standards and manuals.
The NISCF is being developed to offer a large variety of certification related
to national and international policies and standards for organizations and
technology vetting.

m Certification Benefits

= Ensures adequacy of cyber resilience
= Improves information security posture for stakeholders’ benefit
= Ensure compliance with adopted national and international standards

= Builds public confidence in using technology

m Certification Journey
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NISCF CERTIFICATION SERVICES

National Information Assurance (NIA) Certification

The NIA Certification for organizations' Information Security Management
Systems is granted upon demonstrating compliance against NIA requirements.

All organizations that have information infrastructure that is critical to the
State of Qatar are required to obtain certification of compliance.
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Qatar Common Criteria Scheme (QCCS)

The Common Criteria (CC) isan international set of guidelines and specifications
defining a framework for IT security evaluation and certification. The scheme
provides a model for recognition or licensing (government and commercial)
Evaluation Bodies (EBs) to conduct security evaluations of ICT products,
systems and protection profiles against internationally recognized standards;
Common Criteria (ISO/IEC 15408) and Common Evaluation Methodology (ISO/
IEC 18045).

Qatar Common Criteria Scheme QCCS has been recognized by CCRA (Common
Criteria Recognition Arrangement) as a Certificate Authorizing Member in 2023.

Any ICT product can be certified under QCCS.

National Cyber Security Agency
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ACCREDITATION PROGRAM

The National Information Security Compliance Framework (NISCF)
Accreditation Program is a cornerstone in improving cyberspace by securing
the information security services supply chain and enhancing the quality of
cybersecurity services in the State of Qatar.

m Accreditation Benefits

= Opens a new market to Accredited Service Providers

=  Provides Accredited Service Providers additional marketing
opportunities

= Supports Service Providers with establishing confidence and
preferred supplier status

= Provides higher exposure by being listed on the National Cyber
Governance and Assurance website

m Accreditation Journey

A. Application B. Review & Decision C. Accreditation
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NISCF ACCREDITATION SERVICES
Advisory Accreditation

This Accreditation Certificate is for Service Providers who provide information
security consultancy services and it helps its holders to build trust with their
customers and provides organizations with assurance concerning their record
of accomplishment or experience as a trusted advisor.
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Audit Accreditation

This Accreditation Certificate is for Service Providers who provide audit services
related to State of Qatar’s information security standards and it is mandatory
to all Service Providers seeking to deliver their services in NISCF's certification

audit engagements.
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Penetration Testing Accreditation

This Accreditation Certificate is for Service Providers who provide Penetration
Testing services excluding Industrial Control Systems (ICS) or Operational
technology (OT) Testing, Automated Vulnerability Assessment Scans, Threat
Intelligence/Detection/Hunting, Crowd sourced Testing (Bug Bounty), Source
Code Audit, Incident Response and Security Operations Center (SOC).
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